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Since the last Report, the Systems Administrator has fully implemented an Asset Data Server, which encompasses the tracking of all IT equipment valued at over $200. Among its many features, it tracks location of the equipment, user assigned and maintenance management. This system was completed in June of 2022 and can be accessed as needed anywhere the Systems Administrator is located at the time. 

Password management via BitWarden is utilized for saving, updating and sharing passwords securely between team members and departments. It enables complex auto generated passwords to be used and changed as frequently as needed, and then redistributes new passwords to the relevant employee. It also securely manages credit cards. Administration and fiscal currently use BitWarden. Originally, the plan was to expand the use of BitWarden agency-wide by January 2022. However, after additional consideration that idea does not appear worthwhile at the present time since most other staff are individual users and do not have the need to share passwords
The Systems Administrator has begun designing quick response protocols for common problems that occur in our technology systems to allow the Data Systems Manager or designee to review the symptoms’ of a specific problem and based on those symptoms’ address a fix directly as opposed to trial and error.  PowerShell Scripting software allows CDS to create coding language specifically addressing our infrastructure problems. The Data Systems team continues to explore the best use of this software and has developed several pilot projects. A larger rollout is planned in FY Year 23/24.
In July of 2021, the Data Systems Manager will begin creating form-fillable pdf documents that pre-homogenize the data to greatly increase the transferal of data from the forms to the CDS database. The focus will be on forms used most often by staff and forms that are the most commonly needed for data extraction for other reporting purposes. This expansion of technology was put on hold and is part of the planned rollout noted in the previous paragraph. 
MDM (Mobile Device Management) implementation for company cell phones (iPhones and Androids) has been fully implemented. Replacement devices are issued with MDM applications as well. MDM (Mobile Device Management) allows for remote management of cell phones, regardless of individual employee’s phone passwords and logged-in accounts. 

In February of 2023, planning and work began by the Systems Administrator to add and/or replace security cameras in all CDS locations. The new system includes High Definition 4K cameras, audio capabilities, AI recognition with highly accurate motion sensors and the ability to store images for approximately 9 months. The Systems Administrator through a centrally controlled server located at Bivens will do maintenance of this system in-house. It is anticipated that this new system and plan for maintaining it will result in the saving of thousands of dollars. Full implementation is expected by June of 2024
Data Systems has further expanded the plan to transfer our Intranet Website to a restricted access SharePoint site. This will incorporate form fillable PDF documents as mentioned above.
Information Technology Five-Year Plan:  FY 18-19 through FY 22-23
	Category
	Objectives
	Responsibility
	Implementation Schedule
	Comments

	Hardware
	1. Evaluate need for replacement and upgrades of IT resources.
	COO,, DSM, Systems Administrator
	Annually:  Apr. – Jun.
	

	
	2. Evaluate useful life of critical servers and replace as needed.
	 Systems Administrator
	Apr. – Jun. 2024
	The current servers are still functional but should be considered for replacement in the next 5 year planning cycle.

	
	3. Replace outdated desktops, laptops, and other IT equipment.
	DSM, Systems Administrator
	Annually:  Apr. – Jun.
	

	
	4. Replace Video Surveillance Equipment in the residential shelters.
	COO, 

Regional Directors
	April 2023 –June 2024
	Larger scale replacement is being planned to include IYPNW and IYPE. Camera Security at Bivens was also put in place in the second quarter of 2023

	
	5. Conduct periodic maintenance on all equipment.
	Systems Administrator
	On-going
	

	
	6. Maintain an up-to-date hardware inventory server system.
	Systems Administrator
	On-going
	Implemented the SNIPE-IT (Asset Server) in the 4th Quarter of 2022/2023

	
	7. Review and update hardware policies on an annual basis and as needed.
	COO, DSM
Systems Administrator
	Annually:  
Oct. – Dec. and as needed
	

	
	8. Upgrade network hardware
	COO, DSM Systems Administrator
	Annually: Apr. – Jun.
	

	
	9. Finalize configuration of desk phones
	DSM

Systems Administrator
	Complete by November 2021
	Operational in Quarter 3 of 2021/2022

	
	10. Implement MDM (Mobile Device Management)  for company cell phones (iPhones and Androids)
	DSM

Systems Administrator
	Complete by December 2021
	Operational in Quarter 3 of 2021/2022  maintenance is ongoing

	Software
	1. Budget for replacement, upgrades and subscriptions for software.
	COO, CFO, DSM Systems Administrator
	Annually:  Jul. – Sep.
	

	
	2. Evaluate useful life of critical software on an annual basis, and replace as needed.
	DSM, Systems Administrator
	Annually:  Apr. – Jun.
	

	
	3. Conduct periodic updates on all software.
	Systems Administrator
	On-going
	

	
	4. Schedule and implement all necessary training for personnel who access online systems
	DSM
	On-going
	

	
	5. Maintain an up-to-date software inventory system.
	Systems Administrator
	On-going
	

	
	6. Review and update software policies on an annual basis, or as needed.
	COO, DSM
Systems Administrator
	Annually:  Oct. – Dec.
and as needed
	

	
	7. Expand use of SharePoint across programs for improved team access to share documents and to enhance collaboration.


	DSM, Systems Administrator
	June, 2021 thru January, 2022
	This project was put on hold. Plans are now in place to have it functional by June,2025

	
	8. Stay abreast of changes associated with external data systems and ensure that we effectively incorporate any updates into our data collection, entry and management processes.
	DSM
	Ongoing
	

	Assistive Technologies
	1. Remain informed of changes in the requirements of title III of the Americans with Disabilities Act.
	COO, DSM, Systems Administrator 
	On-going and 
Annually:  Apr. – Jun.
	

	Network Infrastructure
	1. Evaluate the efficacy of network infrastructure and communications providers.
	DSM Systems Administrator
	Annually:  Jan. – Mar.
	

	
	2. Identify and implement  a connectivity failover
	 Systems Administrator
	Completed January- March 2020
	Fully implemented in 2021

	
	3. Review and update network policies on an annual basis, or as needed.
	COO, DSM Systems Administrator
	Annually:  Oct. – Dec.
and as needed
	

	Internet & 

E-Mail
	1. Evaluate the adequacy ISP providers.
	COO, DSM, Systems Administrator
	Annually:  Jan. – Mar.
	

	
	2. Review and update internet and e-mail policies on an annual basis, or as needed.
	COO, DSM
	Annually:  Oct. – Dec.
and as needed
	

	Websites
	1. Maintain CDS domain registration.
	Systems Administrator 
	Ongoing
	

	
	2. Maintain websites’ contents to be current.
	COO, Outreach Specialist
	On-going
	

	
	3. Communicate website changes with personnel.
	EMT
	On-going
	

	
	4. Review and update website policies on an annual basis, or as needed.
	COO, DSM

	Annually:  Oct. – Dec.
and as needed
	

	
	5. Limit access to CDS intranet to CDS staff and other approved users.
	COO, DSM, Systems Administrator
	 
	Plan for implementation has been approved Target for completion June 2025

	Security
	1. Evaluate the adequacy of security measures.
	DSM, EMT, Systems Administrator
	Annually:  Apr. – Jun.
	

	
	2. Review and update security policies on an annual basis, or as needed.


	COO, DSM, Systems Administrator 
	Annually:  Oct. – Dec.
and as needed
	

	
	3. Schedule and implement all necessary security training.
	DSM, Data Systems Staff, HR Specialist
	On-going
	

	Virus Protection
	1. Evaluate software version upgrade needs on an annual basis, and replace as needed.
	DSM, Systems Administrator
	Annually:  Apr. – Jun.
	

	
	2. Conduct timely updates on virus definitions.
	Systems Administrator
	Weekly
	

	
	3. Review and update virus protection policies on an annual basis, or as needed.
	COO, DSM Systems Administrator
	Annually:  Oct. – Dec.
and as needed
	

	Confidentiality
	1. Review and update confidentiality policies on an annual basis, or as needed.
	COO, DSM, 
	Annually:  Oct. – Dec.
and as needed
	

	Data Backups
	1. Conduct daily backups on critical systems
	CFO, DSM
Systems Administrator
	Daily
	

	
	2. Develop and maintain a backup schedule
	Systems Administrator
	On-going
	

	
	3. Review and update data backup policies on an annual basis, or as needed.
	COO, DSM, Systems Administrator
	Annually:  Oct. – Dec.
and as needed
	

	Disaster Recovery
	Refer to CDS Comprehensive Business Continuity Emergency Preparedness Plan, Phases 1-4
	COO
	Annual Review
	Most recent update   June 2021
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