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Information Technology Five Year Plan:  FY 18-19 through FY 22-23
 In early 2020 the COVID 19 Pandemic caught the world by surprise and required many changes in response by individuals and organizations.  In an effort to reduce human contact, CDS acquired several internet and email subscriptions described below:
E-signatures via Hellosign allows for legally binding digital signatures from any device with internet connectivity.   It enables templates to be used as forms with efficient autofill features thus reducing the need for in office visits for guardians and staff to complete required signatures. This system also enhances interdepartmental communications securely in processing purchase orders, timesheets etc.  Implementation began in May 2020.
Video conferencing via Zoom on its secure platform is used for board meetings, staff meetings, counseling sessions, and interviews with participants, employees and perspective employees. 

Password management via Bit warden is utilized for saving, updating and sharing passwords securely between team members and departments. It enables complex auto generated passwords to be used and changed as frequently as needed, and then redistributes new passwords to the relevant employee. It also securely manages credit cards. Bit warden is currently used by administration and fiscal and plans are moving forward to expand it agency-wide by January, 2022. 

The Systems Administrator has begun designing quick response protocols for common problems that occur in our technology systems to allow the Data Systems Manager or designee to review the symptoms’ of a specific problem and based on those symptoms’ address a fix directly as opposed to trial and error.  PowerShell Scripting software allows CDS to create coding language specifically addressing our infrastructure problems.
In July of 2021 the Data Systems Manager will begin creating form-fillable pdf documents that pre-homogenize the data to greatly increase the transferal of data from the forms to the CDS database. The focus will be on forms used most often by staff and forms that are the most commonly needed for data extraction for other reporting purposes.
MDM (Mobile Device Management) implementation for company cell phones (iPhones and Androids) is also planned to be implemented in the first Quarter of Fiscal Yr. 2021/2022. Replacement devices will be issued with MDM applications as well. MDM (Mobile Device Management) allows for remote management of cell phones, regardless of individual employee’s phone passwords and logged-in accounts. This allows us quicker recovery if lost and a faster transition when a device is passed from a departing employee to a new hire, among other benefits.

Information Technology Five Year Plan:  FY 18-19 through FY 22-23
Categorically

	Category
	Objectives
	Responsibility
	Implementation Schedule
	Comments

	Hardware
	1. Evaluate need for replacement and upgrades of IT resources.
	COO,, DSM, Systems Administrator
	Annually:  Apr. – Jun.
	

	
	2. Evaluate useful life of critical servers and replace as needed.
	 Systems Administrator
	Apr. – Jun. 2021
	

	
	3. 
	
	
	

	
	4. Add backup domain controller server
	COO, DSM
	Completed January 2020
	Plans are in place to relocate the backup domain control server to Bivens by December 2021

	
	5. Replace outdated desktops, laptops, and other IT equipment.
	DSM, Systems Administrator
	Annually:  Apr. – Jun.
	

	
	6. Replace Video Surveillance Equipment in the residential shelters.
	COO, 

Coordinators
	April 2018
	

	
	7. Conduct periodic maintenance on all equipment.
	Systems Administrator
	On-going
	

	
	8. Maintain an up-to-date hardware inventory system.
	Systems Administrator
	On-going
	

	
	9. Review and update hardware policies on an annual basis and as needed.
	COO, DSM
Systems Administrator
	Annually:  
Oct. – Dec. and as needed
	

	
	10. Upgrade network hardware
	COO, DSM Systems Administrator
	Annually: Apr. – Jun.
	

	
	11. Replace phone system
	COO, DSM

Systems Administrator
	Completed May – August. 2020


	Voice Over Internet Protocol) phone cloud hosted system has resulted in increased security and economic savings

	
	12. Finalize configuration of desk phones
	DSM

Systems Administrator
	Complete by November 2021
	

	
	13. Implement MDM (Mobile Device Management)  for company cell phones (iPhones and Androids)
	DSM

Systems Administrator
	Complete by December 2021
	

	Software
	1. Budget for replacement, upgrades and subscriptions for software.
	COO, Comptroller, DSM Systems Administrator
	Annually:  Jul. – Sep.
	

	
	2. Evaluate useful life of critical software on an annual basis, and replace as needed.
	DSM, Systems Administrator
	Annually:  Apr. – Jun.
	

	
	3. 
	
	
	

	
	4. Conduct periodic updates on all software.
	Systems Administrator
	On-going
	

	
	5. Schedule and implement all necessary training for personnel who access online systems
	DSM
	On-going
	

	
	6. Maintain an up-to-date software inventory system.
	Systems Administrator
	On-going
	

	
	7. Review and update software policies on an annual basis, or as needed.
	COO, DSM
Systems Administrator
	Annually:  Oct. – Dec.
and as needed
	

	
	8. Expand use of SharePoint across programs for improved team access to share documents and to enhance collaboration.


	DSM, Systems Administrator
	June, 2021 thru January, 2022
	

	
	9. Stay abreast of changes associated with external data systems and ensure that we effectively incorporate any updates into our data collection, entry and management processes.
	DSM
	Ongoing
	

	Assistive Technologies
	1. Remain informed of changes in the requirements of title III of the Americans with Disabilities Act.
	COO, DSM, Systems Administrator 
	On-going and 
Annually:  Apr. – Jun.
	

	Network Infrastructure
	1. Evaluate the efficacy of network infrastructure and communications providers.
	DSM Systems Administrator
	Annually:  Jan. – Mar.
	

	
	2. Identify and implement  a connectivity failover
	 Systems Administrator
	Completed January- March 2020
	

	
	3. Review and update network policies on an annual basis, or as needed.
	COO, DSM Systems Administrator
	Annually:  Oct. – Dec.
and as needed
	

	Internet & 

E-Mail
	1. Evaluate the adequacy ISP providers.
	COO, DSM, Systems Administrator
	Annually:  Jan. – Mar.
	

	
	2. Review and update internet and e-mail policies on an annual basis, or as needed.
	COO, DSM
	Annually:  Oct. – Dec.
and as needed
	

	Websites
	1. Maintain CDS domain registration.
	Systems Administrator 
	Ongoing
	

	
	2. Maintain websites’ contents to be current.
	COO, Outreach Specialist
	On-going
	

	
	3. Communicate website changes with personnel.
	EMT
	On-going
	

	
	4. Review and update website policies on an annual basis, or as needed.
	COO, DSM

	Annually:  Oct. – Dec.
and as needed
	

	
	5. Limit access to CDS intranet to CDS staff and other approved users.
	COO, DSM, Systems Administrator
	 
	Under review by management and Systems Administrator

	Security
	1. Evaluate the adequacy of security measures.
	DSM, EMT, Systems Administrator
	Annually:  Apr. – Jun.
	

	
	2. Review and update security policies on an annual basis, or as needed.


	COO, DSM, Systems Administrator 
	Annually:  Oct. – Dec.
and as needed
	

	
	3. Schedule and implement all necessary security training.
	DSM, Data Systems Staff, HR Specialist
	On-going
	

	Virus Protection
	1. Evaluate software version upgrade needs on an annual basis, and replace as needed.
	DSM, Systems Administrator
	Annually:  Apr. – Jun.
	

	
	2. Conduct timely updates on virus definitions.
	Systems Administrator
	Weekly
	

	
	3. Review and update virus protection policies on an annual basis, or as needed.
	COO, DSM Systems Administrator
	Annually:  Oct. – Dec.
and as needed
	

	Confidentiality
	1. Review and update confidentiality policies on an annual basis, or as needed.
	COO, DSM, 
	Annually:  Oct. – Dec.
and as needed
	

	Data Backups
	1. Conduct daily backups on critical systems
	Comptroller, DSM
Systems Administrator
	Daily
	

	
	2. Develop and maintain a backup schedule
	Systems Administrator
	On-going
	

	
	3. Review and update data backup policies on an annual basis, or as needed.
	COO, DSM, Systems Administrator
	Annually:  Oct. – Dec.
and as needed
	

	Disaster Recovery
	Refer to CDS Comprehensive Business Continuity Emergency Preparedness Plan, Phases 1-4
	COO
	Annual Review
	Updated June 2021


This publication can be made available in multiple media formats upon request.








