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Introduction

Communication is fundamental to our services and Information Technology Resources are a fundamental asset in facilitating communication.  CDS’ Information Technology Five Year Plan is intended to document the status of the organization’s use of technology and to provide goals for improving technology for administration and program support for participant services.

Executive Summary
CDS operates six sites over three counties, with over 70 microcomputers and laptops.  Our main strengths are an integrated, flexible, customizable Management Information System; strong security, confidentiality, backup, and virus protection protocols; an intranet site which provides staff easy access to all agency policies, forms, reports, and other important information; compatible productivity software deployed throughout the agency; and in-house support and maintenance on all IT resources.  Our main challenges are insufficient network speed, some old workstations an old operating system (Windows XP), an old phone system and an aging fiscal server.
In order to foster a high level of productivity and user satisfaction throughout the agency, CDS maintains on ongoing schedule of evaluation, maintenance, upgrade, training, and tracking systems.  The top priorities for FY 13-14 have been identified as:

1. A necessary upgrade of the networking infrastructure

2. Replacement of Video Surveillance Equipment at IYP-E, and IYP-NW

3. Replacement of outdated computers
4. Maintenance of all ongoing systems

What follows is a detailed assessment of all IT resources, as well as objectives to be met over the next five years.  These objectives are then summarized in the Technology Plan Implementation Details section of this plan first arranged categorically and then chronologically.
Assessment

Hardware

Current Hardware Resources & Description of Use

We continue to be successful relying on direct grant funding for specific equipment and on donations of other agencies’ discarded equipment.  
Critical Servers:  The Medical Manager server, replaced in 10/18/01, is a Dell Power Edge 2500 with redundant power supplies, and RAID-1 dual drives.  The age of the Medical Manager server remains a concern. However, a barrier towards replacing it is the fact that the Medical Manager software is no longer supported making an install of the software on a replacement server impossible. We are examining avenues to eliminate the need for the Medical Manager application. The Fiscal server, replaced in 4/19/07, is a Dell Precision Workstation 390 with RAID-1 dual drives. Our goal is to replace the fiscal server in 2014.
Microcomputers:  CDS provides microcomputers to personnel whose responsibilities require and benefit from their use (63 currently in use).

Laptops:  CDS provides laptops to personnel whose responsibilities require and benefit from their use (9 currently in use).

Networking equipment:  Routers are provided and maintained by Internet Service Providers.  They are located behind firewall equipment.
Printers:  A variety of single user and network printers are available throughout the entire agency, affording all equipment with a means to print.

Phone Systems:  Bivens, 1218, and SAMH-East sites have phone systems with automated voice features.  Every user has access to his/her own password-protected voice-mail.  Shelter site’s phone systems are direct answer.  Cell phones are provided to appropriate personnel.  Local phone carriers are utilized..
UPS:  All servers, microcomputers, firewall, non-laser printers, and phone systems are protected by APC UPS’s with appropriate power levels.

Other:  Copiers and fax machines are available throughout the agency.  LCD projectors are made available to authorized personnel.  Our three residential sites are equipped with Video Surveillance systems.
Training:  Online new-hire orientation training, annual required training, new-systems training, and user-identified training is made available to CDS personnel. Personnel required to access outside data systems are required to maintain training for security clearances to ensure the security of data in those systems.
Inventory:  A ‘living-document’ inventory is maintained by the Information Technology Specialist.

Maintenance:  The Information Technology Specialist completes or coordinates periodic maintenance and troubleshooting for IT resources.  Servers are purchased with 3 year next-day, on-site maintenance agreements.  Maintenance contracts are in place with the phone systems vendor.  Internet Service Providers maintain routers.
Applicable Policies: 
(  P-1067 Hardware




(  P-1074 Software and Hardware Standards


(
 P-1007 Personnel Responsibilities in the Use of Information




    Technology Resources
Objectives
1. Evaluate need for replacement and upgrades of IT resources.

2. Evaluate useful life of critical servers, and replace as needed.
3. Replace the fiscal server in 2014 due to age.

4. Add a backup domain controller server.

5. Replace outdated microcomputers, laptops, and other IT equipment.
6. Replace Video Surveillance Equipment at IYP-E.

7. Conduct periodic maintenance on all equipment.
8. Maintain an up-to-date inventory system.
9. Review and update policies on an annual basis, and as needed.
10. Upgrade network infrastructure.
11. Replace phone system with one capable of assigning direct extensions to key personnel in order to enhance inter agency communication.

Software

Current Software Resources & Description of Use
Accounting Software: 
The Fiscal Department utilizes SAGE MAS 90 software to complete financial and administrative functions.
Human Resources: ABRA Human Resources software is utilized by our full-time HR Specialist in addition to Excel spreadsheets and Access databases.  These systems facilitate the tracking of 100-120 employees and the multiple requirements associated with Human Resources.
Management Information Systems (MIS):  The Data Systems Department maintains Medical Manager as CDS’s internal MIS.  The software is housed in a UNIX-SCO operating system server.  In addition, other MIS systems are utilized as required by Federal, State, and Local funding contracts.
Productivity Software:  In order to ensure compatibility with major funding sources and stakeholders CDS utilizes Windows based Microsoft Office software.  Other software for project specific needs is also acquired and utilized as needed.
Training:  Online new-hire orientation training, annual required training, new-systems training, and user-identified training is made available to CDS personnel.
Inventory:  CDS maintains current licenses for all its software.

Maintenance:  Support/service agreements are maintained for Fiscal  software.

Applicable Policies: 
(  P-1068 Software




(  P-1074 Software and Hardware Standards


(
 P-1007 Personnel Responsibilities in the Use of Information




    Technology Resources
Objectives
1. Budget for annual replacement and upgrades.

2. Evaluate useful life of critical software on an annual basis, and replace as needed.

3. Evaluate software version upgrade needs on an annual basis, and replace as needed.

4. Conduct periodic updates on all software.

5. Schedule and implement all necessary training for personnel who access online systems.
6. Maintain an up-to-date inventory system.
7. Review and update policies on an annual basis, or as needed.
8. Pursue avenues to eliminate the need for the Medical Manager management information system as it is no longer supported.

9. Stay abreast of changes associated with external data systems and ensure that we effectively incorporate any updates into our data collection, entry and management processes.

Assistive Technologies

In cases where an employee or participant may benefit from assistive technology that would increase or improve their functional capabilities CDS will attempt to accommodate this need if it is fiscally responsible and/or if the need can be resolved through an applicable referral.
Objectives
1. Remain informed of changes in the requirements of title III of the Americans with Disabilities Act.

Network Infrastructure
Description
Wide Area Network (WAN):  CDS’s WAN connects programs at five (5) separate sites in three (3) counties, namely:  Gainesville-Bivens, Gainesville-6th Street, Gainesville-IYPC, Lake City-IYPNW, Palatka-IYPE.  Connectivity is attained through total private network (TPN) tunneling technology over the internet, secure virtual private network (VPN) tunneling technology over the internet, leased T1 lines, or private fiber-optic lines.  Connectivity speed has become problematic.  Thus, alternatives need to be evaluated.
Local Area Networks (LAN’s):  CDS maintains LAN’s for specific programs to facilitate communications and provide efficient and secure sharing of information.

Maintenance:  The Information Technology Specialist is responsible for the day to day operations and coordination of network troubleshooting.  The DSM is responsible for setting-up and upgrading/changing CDS’s network infrastructure.

Applicable Policies: 
(  None

Objectives

1. Evaluate the efficacy of current network infrastructure and communications providers.
2. Identify and implement a better connectivity option.
3. Review and update policies on an annual basis, or as needed.

Internet & E-Mail
Description of Use
Internet & E-Mail Access:  As Federal, State, local funding agencies, and other stakeholder’s reliance on internet communications remain standard operating practice, CDS makes internet & e-mail access part of normal day-to-day operations.  This access allows us to respond in a timely manner and to stay connected to required web-based reporting systems and resources.  CDS attains Internet connectivity and e-mail services via Internet Service Providers.
Applicable Policies: 
(  P-1075 E-Mail Systems


(
 P-1007 Personnel Responsibilities in the Use of Information




    Technology Resources
Objectives
1. Evaluate the adequacy of ISP providers.
2. Review and update policies on an annual basis, or as needed.
Websites

Description of Use
cdsfl.org:  CDS maintains this website to communicate to the community at-large all essential aspects of the organization, with recent additions such as events and job opportunities.  E-mail addresses are linked to this domain.
cdsgvl.org:  CDS maintains this site as an Intranet, intended for the use of personnel and stakeholders.  It contains CDS plans, reports, policies, forms, organizational information, and personnel information.
Maintenance:  The Outreach Specialist is responsible for the day-to-day maintenance of CDS’s Website and the COO and Data Systems department for CDS’s Intranet.  The COO must approve all critical content changes.

Applicable Policies: 
(  P-1076 Websites




(  P-1010 Policy Review Process
Objectives
1. Maintain CDS domain registration.

2. Maintain websites’ contents to be current.

3. Communicate website changes with personnel.

4. Review and update policies on an annual basis, or as needed.
5. Update website to be more visually attractive and easier to navigate and maintain.

6. Develop a Facebook presence to enhance awareness and communication regarding program services.

7. Limit access to CDS intranet to CDS staff and other approved users.

Security

Description of Security Measures
Network Security:  The agency-wide network is controlled by the Data Systems Department.  It supplies on-line computer systems access and internet access.  Network connectivity is essential to using current systems such as Medical Manager, NETMIS, KitSolutions, FSFN, JJIS, ImageNow and HMIS.
Equipment:  Both the Fiscal and Data Systems servers have reliable redundant technologies built into them.  The Medical Manager server has redundant power supplies and RAID-1 dual drives.  The Fiscal server has RAID-1 dual drives.  RAID (Redundant Array of Independent Disks) Level 1 (mirroring) provides full redundancy, with one disk being a copy (mirror) of the other.  If one disk fails, the other contains the same data.  In addition, data is backed up on a daily basis.  All computers are protected by APC UPS’s & unique identifier for each user.  Specific steps to protect wireless IT devices are in place, consisting mainly of a higher level of encryption and personnel training.  Fax Machines are located in secure areas.
Data Security:  All users of e-mail, Medical Manager and other contractually required Management Information Systems (NETMIS, , KitSolutions, JJIS, HMIS) have unique personal identifier(s) and password(s) assigned.  These are assigned and/or controlled by the security officer and his/her designee(s) and are confidential.  
Physical Security:  The Business Continuity Emergency Preparedness Plan, Preparation Plan (Phase 1) addresses security measures in this area.
Training:  CDS’s Security Awareness Training program is maintained by the Data Systems department.
Applicable Policies: 
(  P-1072 Security


(
 P-1007 Personnel Responsibilities in the Use of Information




    Technology Resources
Objectives
1. Evaluate the adequacy of security measures.

2. Review and update policies on an annual basis, or as needed.
3. Schedule and implement all necessary training.
Virus Protection

Description
CDS follows protocols to minimize damage from computer viruses and other malware.  In addition to Anti-virus software and firewall equipment, staff are instructed and trained on preventive measures.
Maintenance:  The Information Technology Specialist has day-to-day responsibility for virus protection practices.
Training:  New-hire orientation training, annual required training, new-systems training, and user-identified training is made available to CDS personnel.
Applicable Policies: 
(  P-1066 Virus Protection



(  P-1074 Software and Hardware Standards


(
 P-1007 Personnel Responsibilities in the Use of Information




    Technology Resources
Objectives
1. Evaluate software version upgrade needs on an annual basis, and replace as needed.
2. Conduct timely updates of virus definitions.
3. Review and update policies on an annual basis, or as needed.
Confidentiality

Description
CDS systems are designed to ensure that the confidentiality of its participants is not compromised by the use of Information Technology Resources.  Access to Medical Manager and other Participant Systems is maintained by Data Systems personnel.  All systems allow for several levels of access that control inquiry and update capabilities to what an employee has a need to know.  Each user is assigned a unique user ID and password, and is granted a level of access commensurate to his/her responsibilities.
Applicable Policies: 
(  P-1073 Confidentiality Standards




(  P-1072 Security

(
 P-1007 Personnel Responsibilities in the Use of Information




    Technology Resources
Objectives
1. Review and update policies on an annual basis, or as needed.

Data Back-ups

Description
Data back-ups are completed daily on CDS’s critical systems and on a scheduled basis on other important information.  Removal of sensitive data follows specific steps.
Maintenance:  The DSM has overall responsibility for back-up practices.
Applicable Policies: 
(  P-1065 Backups


(
 P-1074 Software and Hardware Standards
Objectives

1. Conduct daily backups on critical systems

2. Develop and maintain a backup schedule
3. Review and update policies on an annual basis, or as needed.

Disaster Recovery

Refer to CDS’s comprehensive Business Continuity Emergency Preparedness Plan, Phases 1 – 4.
Technology Plan Recommendations Details
Categorically
	Category
	Objectives
	Responsibility
	Implementation Schedule

	Hardware
	1. Evaluate need for replacement and upgrades of IT resources.
	COO, CFO, DSM, IT Specialist
	Annually:  Apr. – Jun.

	
	2. Evaluate useful life of critical servers and replace as needed.
	DSM
	Apr. – Jun. 2017

	
	3. Replace fiscal server due to age
	CFO, DSM
	Oct. – Dec. 2014

	
	4. Add backup domain controller server
	COO, DSM
	Jul. – Sep. 2013

	
	5. Replace outdated microcomputers, laptops, and other IT equipment.
	DSM, IT Specialist
	Annually:  Apr. – Jun.

	
	6. Replace Video Surveillance Equipment at IYP-E.
	COO, DSM,

Coordinators
	Apr.  – Jun. 2014

	
	7. Conduct periodic maintenance on all equipment.
	IT Specialist
	On-going

	
	8. Maintain an up-to-date hardware inventory system.
	IT Specialist
	On-going

	
	9. Review and update hardware policies on an annual basis and as needed.
	COO, DSM
	Annually:  
Oct. – Dec. and as needed

	
	10. Upgrade network hardware
	COO, DSM
	Apr. – Jun. 2014

	
	11. Replace phone system
	COO, DSM
	Apr. – Jun. 2014

	Software
	1. Budget for replacement and upgrades of software.
	COO, CFO, DSM
	Annually:  Jul. – Sep..

	
	2. Evaluate useful life of critical software on an annual basis, and replace as needed.
	DSM, IT Specialist
	Annually:  Apr. – Jun.

	
	3. Evaluate software version upgrade needs on an annual basis, and replace as needed.
	DSM, IT Specialist
	Annually:  Apr. – Jun.

	
	4. Conduct periodic updates on all software.
	IT Specialist
	On-going

	
	5. Schedule and implement all necessary training for personnel who access online systems
	DSM
	On-going

	
	6. Maintain an up-to-date software inventory system.
	IT Specialist
	On-going

	
	7. Review and update software policies on an annual basis, or as needed.
	COO, DSM
	Annually:  Oct. – Dec.
and as needed

	
	8. Pursue avenues to eliminate the need for the Medical Manager practice management system
	COO, DSM
	Apr. – Jun. 2015

	
	9. Stay abreast of changes associated with external data systems and ensure that we effectively incorporate any updates into our data collection, entry and management processes.
	DSM
	Ongoing

	Assistive Technologies
	1. Remain informed of changes in the requirements of title III of the Americans with Disabilities Act.
	COO, DSM, RC
	On-going and 
Annually:  Apr. – Jun.

	Network Infrastructure
	1. Evaluate the efficacy of network infrastructure and communications providers.
	DSM
	Annually:  Jan. – Mar.

	
	2. Identify and implement a better connectivity option.
	DSM
	Apr. – Jun. 2014

	
	3. Review and update network policies on an annual basis, or as needed.
	COO, DSM
	Annually:  Oct. – Dec.
and as needed

	Internet & 

E-Mail
	1. Evaluate the adequacy ISP providers.
	COO, DSM, IT Specialist
	Annually:  Jan. – Mar.

	
	2. Review and update internet and e-mail policies on an annual basis, or as needed.
	COO, DSM
	Annually:  Oct. – Dec.
and as needed

	Websites
	1. Maintain CDS domain registration.
	DSM
	Website: 12/18/16

Intranet:   9/12/15

	
	2. Maintain websites’ contents to be current.
	COO, Outreach Specialist
	On-going

	
	3. Communicate website changes with personnel .
	EMT
	On-going

	
	4. Review and update website policies on an annual basis, or as needed.
	COO, DSM
	Annually:  Oct. – Dec.
and as needed

	
	5. Develop a Facebook presence to enhance awareness and communication regarding program services.
	Facebook Committee
	Oct. – Dec. 2014

	
	6. Limit access to CDS intranet to CDS staff and other approved users.
	DSM
	Apr. – Jun. 2015

	Security
	1. Evaluate the adequacy of security measures.
	DSM, EMT, IT Specialist
	Annually:  Apr. – Jun.

	
	2. Review and update security policies on an annual basis, or as needed.


	COO, DSM, RC
	Annually:  Oct. – Dec.
and as needed

	
	3. Schedule and implement all necessary security training.
	DSM, Data Systems Staff, HR Specialist
	On-going

	Virus Protection
	1. Evaluate software version upgrade needs on an annual basis, and replace as needed.
	DSM, IT Specialist
	Annually:  Apr. – Jun.

	
	2. Conduct timely updates on virus definitions.
	IT Specialist
	Weekly

	
	3. Review and update virus protection policies on an annual basis, or as needed.
	COO, DSM
	Annually:  Oct. – Dec.
and as needed

	Confidentiality
	1. Review and update confidentiality policies on an annual basis, or as needed.
	COO, DSM, RC
	Annually:  Oct. – Dec.
and as needed

	Data Backups
	1. Conduct daily backups on critical systems
	CFO, DSM
	Daily

	
	2. Develop and maintain a backup schedule
	IT Specialist
	On-going

	
	3. Review and update data backup policies on an annual basis, or as needed.
	COO, DSM, RC
	Annually:  Oct. – Dec.
and as needed

	Disaster Recovery
	Refer to CDS’s comprehensive Business Continuity Emergency Preparedness Plan, Phases 1 – 4.


Chronologically
	Implementation Schedule
	Responsibility
	Category
	Objectives

	Daily
	CFO, DSM
	Data Backups
	Conduct daily backups on critical systems

	Weekly
	IT Specialist
	Virus Protection
	Conduct timely updates on virus definitions.

	On-going
	IT Specialist
	Hardware
	Conduct periodic maintenance on all equipment.

	On-going
	IT Specialist
	Hardware
	Maintain an up-to-date hardware inventory system.

	On-going
	IT Specialist
	Software
	Conduct periodic updates on all software.

	On-going
	DSM
	Software
	Schedule and implement all necessary training for personnel who access online systems.

	On-going
	IT Specialist
	Software
	Maintain an up-to-date software inventory system.

	On-going
	COO, DSM
	Websites
	Maintain websites’ contents to be current.

	On-going
	EMT
	Websites
	Communicate website changes with personnel.

	On-going
	IT Specialist
	Data Backups
	Develop and maintain a backup schedule

	On-going
	DSM, Data Systems Staff, HR Specialist
	Security
	Schedule and implement all necessary security training.

	Ongoing
	DSM
	Software
	Stay abreast of changes associated with external data systems and ensure that we effectively incorporate any updates into our data collection, entry and management processes.

	Annually:  Jul. – Sep.
	COO, CFO, DSM
	Software
	Budget for replacement and upgrades of software.

	Annually:  Oct. – Dec.
and as needed
	COO, DSM
	Hardware
	Review and update hardware policies on an annual basis, and as needed.

	Annually:  Oct. – Dec.
and as needed
	COO, DSM
	Software
	Review and update software policies on an annual basis, or as needed.

	Annually:  Oct. – Dec.
and as needed
	COO, DSM
	Network Infrastructure
	Review and update network policies on an annual basis, or as needed.

	Annually:  Oct. – Dec.
and as needed
	COO, DSM
	Internet & 

E-Mail
	Review and update internet and e-mail policies on an annual basis, or as needed.

	Annually:  Oct. – Dec.
and as needed
	COO, DSM, RC
	Websites
	Review and update website policies on an annual basis, or as needed.

	Annually:  Oct. – Dec.
and as needed
	COO, DSM, RC
	Security
	Review and update security policies on an annual basis, or as needed.

	Annually:  Oct. – Dec.
and as needed
	COO, DSM
	Virus Protection
	Review and update virus protection policies on an annual basis, or as needed.

	Annually:  Oct. – Dec.
and as needed
	COO, DSM, RC
	Confidentiality
	Review and update confidentiality policies on an annual basis, or as needed.

	Annually:  Oct. – Dec.
and as needed
	COO, DSM, RC
	Data Backups
	Review and update data backup policies on an annual basis, or as needed.

	Annually:  Jan. – Mar.
	DSM
	Network Infrastructure
	Evaluate the efficacy of network infrastructure and communications providers.

	Annually:  Jan. – Mar.
	COO, DSM, IT Specialist
	Internet & 

E-Mail
	Evaluate the adequacy ISP providers.

	Annually:  Apr. – Jun.
	DSM, IT Specialist
	Software
	Evaluate useful life of critical software on an annual basis, and replace as needed.

	Annually:  Apr. – Jun.
	DSM, IT Specialist
	Software
	Evaluate software version upgrade needs on an annual basis, and replace as needed.

	Annually:  Apr. – Jun.
	DSM, EMT, IT Specialist
	Security
	Evaluate the adequacy of security measures.

	Annually:  Apr. – Jun.
	DSM, IT Specialist
	Virus Protection
	Evaluate software version upgrade needs on an annual basis, and replace as needed.

	Annually:  Apr. – Jun.
	COO, CFO, DSM, IT Specialist
	Hardware
	Evaluate need for replacement and upgrades of IT resources.

	Annually:  Apr. – Jun.
	DSM, IT Specialist
	Hardware
	Replace outdated microcomputers, laptops, and other IT equipment.

	On-going and 
Annually:  Apr. – Jun.
	COO, DSM, RC
	Assistive Technologies
	Remain informed of changes in the requirements of title III of the Americans with Disabilities Act.

	Jul. – Sep. 2013
	COO, DSM
	Hardware
	Add backup domain controller server

	Apr. – Jun. 2014
	DSM
	Network Infrastructure
	Identify and implement a better connectivity option.

	Apr.  – Jun. 2014
	COO, DSM,

Program Coordinators
	Hardware
	Replace Video Surveillance Equipment at IYP-E.

	Apr. – Jun. 2014
	COO, DSM
	Hardware
	Upgrade network hardware

	Apr. – Jun. 2014
	COO, DSM
	Hardware
	Replace phone system

	Oct. – Dec. 2014
	CFO, DSM
	Hardware
	Replace fiscal server due to age

	Oct. – Dec. 2014
	Facebook Committee
	Websites
	Develop a Facebook presence to enhance awareness and communication regarding program services.

	Apr. – Jun. 2015
	COO, DSM
	Software
	Pursue avenues to eliminate the need for the Medical Manager practice management system

	Apr. – Jun. 2015
	DSM
	Websites
	Limit access to CDS intranet to CDS staff and other approved users.

	Website: 12/18/16

Intranet:   9/12/15
	DSM
	Websites
	Maintain CDS domain registration.

	Apr. – Jun. 2017
	DSM
	Hardware
	Evaluate useful life of critical servers and replace as needed.


This publication can be made available in multiple media formats upon request.








