Software
Purpose:
The intent of the following policy is to ensure proper software asset management and to prevent copyright infringement.
Policy:
1.
CDS’s software procurement, maintenance, support, and inventory is centralized and under the sole responsibility of the Data Systems Department.  CDS standardizes its software where possible in order to:

· minimize complexity, facilitate maintenance, and maximize support
· ensure full compliance and compatibility with contractually required Management Information Systems
2. It is the policy of CDS to respect and adhere to all computer software copyrights and to adhere to the terms of all software licenses to which CDS is a party.  It is also the policy of CDS to manage its software assets and to ensure that CDS installs and uses only legal software on its PCs (including portables) and servers.  
Procedure and/or Process:

General Guidelines:
· CDS recognizes and supports the legitimate interests of copyright holders, and prohibits its employees/volunteers and contractors from violating the rights of copyright holders.

· All users of commercial software products licensed to CDS are responsible for upholding the terms of the license agreements.
· Unauthorized duplication of software may subject users and/or CDS to both civil and criminal penalties under the United States Copyright Act.

· CDS does not permit any employee/volunteer to use software in any manner inconsistent with its applicable license agreement.

· License agreements for commercial software often provide only a right to use the software; these agreements do not transfer ownership of the software to the user.  In most cases license agreements for software prohibit copying the software, except for archival purposes.
· Some license agreements also prohibit use of the software on any machine other than the one for which the license was obtained.  Unless the license clearly provides the right to copy the software or to use it on another machine, users must assume that it is illegal to do so.
· Before copying software, or installing software on a computer other than the one it was originally licensed for, all users must ensure that the license terms permit the copying or installation.

Procurement:
· Requests for new software or upgrades must be approved by the Information Technology Team (ITT).

· Appropriate funding must be identified prior to the purchase of new or upgraded software.
· To make the most efficient use of resources, all software acquired by CDS will conform to established standards.  Exceptions to standards may be considered when a non-conforming technology is essential to fulfillment of a unit's role and mission.

· The Data Systems Department will process all software purchases. However, if any software is acquired by a different department, that department shall immediately notify the Data Systems Department and identify and document the acquired software.  Software acquisition channels are restricted to ensure that CDS has a complete record of all software that has been purchased for agency computers and can register, support, and upgrade such software accordingly.  This includes software that may be downloaded and/or purchased from the Internet.
· Software will be purchased only from reputable, authorized sellers.
· Shareware software is copyrighted software.  It is the policy of CDS to pay shareware authors the fee they specify for use of their products and to abide by any license terms and conditions accompanying the software.  Under this policy, acquisition and registration of shareware products will be handled the same way as for commercial software products.
· This policy applies to acquisitions of hardware that includes bundled or pre-loaded software.
· Upon receipt of purchased software, the Systems & Network Administrator must complete the registration and inventory requirements.  Software must be registered in the name of CDS.

· The software will be installed by Data Systems personnel.  Only those persons explicitly authorized by CDS to install software may install software on CDS’s computers and servers.  Such persons shall not do so unless and until an appropriate license for that software has first been obtained.  A software upgrade shall not be installed on a computer that does not already have a copy of the original version of the software loaded on it.

· Users are not permitted to bring software or other copyrighted material from home and load it onto CDS computers.

· CDS owned software cannot be taken home and loaded on a user's home computer if it also resides on a CDS computer and without prior authorization from the Information Technology Team.  If an employee is approved to use CDS owned software at home, CDS will purchase a separate license and record it as an organization-owned asset in the software register.  However, some software companies provide in their license agreements that home use is permitted under certain circumstances.  If an employee needs to use software at home, he/she should consult with the Data Systems Department to determine if applicable licenses permit home use.

Inventory:
· The original media, software licenses, registration, and purchasing information will be kept in a safe storage area maintained by the Systems & Network Administrator.
· User manuals, if provided, must reside with the Systems & Network Administrator, but may be loaned to users if the Systems & Network Administrator keeps records of who has borrowed the manual.

· The Systems & Network Administrator shall destroy all copies of software that are obsolete or that CDS is no longer licensed to use.
· The Systems & Network Administrator shall track all Microsoft software using the Microsoft Volume Licensing Service Center web portal.

· The Systems & Network Administrator shall keep and maintain a register of all non-Microsoft software.  This register shall be maintained in a safe location and it must contain:
· the title and publisher of the software;
· the purchase date and source of software acquisition;
· the location of each installation;
· the software product's serial number. 
· CDS reserves the right to inspect an employee’s computer system for violations of this policy.  The Systems & Network Administrator will conduct a regular audit of all CDS computers (including portables) and servers, to ensure that CDS is in compliance with all software licenses.  Periodic, random audits shall also be conducted as appropriate.  The full cooperation of all users is required during audits.  Employees must not remove or delete software.  Removal or deletion of software must be done only by authorized Data Systems personnel.
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