Hardware
Purpose:
The intent of the following policy is to articulate information pertinent to the selection, use, and maintenance, and tracking of information technology hardware.  It is designed to protect the IT organizational resources by establishing a policy and procedure for asset control.  This policy will help prevent the loss of IT data or assets and will reduce risk of losing data due to poor planning.
Policy:
CDS’s hardware procurement, maintenance, support, and inventory is centralized and under the sole responsibility of the Data Systems Department.  CDS standardizes its equipment where possible in order to:

a. minimize complexity, facilitate maintenance, and maximize support
b. meet the need for distributed and horizontal applications
c. ensure full compliance and compatibility with contractually required Management Information Systems
All personnel that have access to organizational computer systems must adhere to this policy in order to protect the security of the network, protect data integrity, and protect and control computer systems and organizational assets.  This policy will not only enable organizational assets to be tracked concerning their location and who is using them but it will also protect any data being stored on those assets.
Only properly trained CDS Family & Behavioral Health Services, Inc. staff, authorized by their supervisor, are permitted access computers. Employees should not change any settings on computers without authorization of the primary user or your supervisor.  Use of CDS computers is restricted and must be consistent with the CDS objectives/mission.  Installation or removal of software is strictly prohibited and can only be performed by authorized Data Systems personnel.  Computer users must abide by copyright law, applicable local, state, and federal laws, and CDS guidelines.  Staff are expected to exercise common courtesy and to respect the needs and sensitivities of co-workers/participants regarding computer use.  Staff who violate the Personnel Responsibilities in the Use of Information Technology Resources Policy may be subject to disciplinary action.

Procedure and/or Process:

Procurement:

· Requests for new equipment or upgrades must be approved by the Information Technology Team (ITT).

· To make the most efficient use of resources, all computers acquired by CDS will conform to established minimum standards.  Exceptions to standards may be considered when a non-conforming technology is essential to fulfillment of a program’s role and mission.

· Data Systems Department processes all computer hardware purchases.
· Appropriate funding must be identified prior to the purchase of new equipment or upgrades.
Support and Maintenance: 

· All maintenance of IT equipment will be performed, arranged, and/or supervised by Data Systems personnel.

· The Systems & Network Administrator will complete or arrange for annual maintenance on all IT equipment.

· When troubleshooting maintenance is necessary, it will be scheduled at the earliest possible opportunity, considering personnel and funding resources.
Inventory:

For security reasons, IT assets will not be tracked with other organizational assets such as furniture.  

1. Asset Tracking Guidelines:

· When an asset is acquired, it will be assigned an ID and its information will be recorded on the assets data base, found at assets.cdsfl.org
· The database will be updated whenever an asset is transferred, upgraded, or discarded.
· Assets which cost less than $200 shall not be tracked, including computer components such as telephones.  However, data storage devices regardless of cost shall be tracked.  These assets include external hard drives.

2. Moving equipment:
· The equipment, computer network, and user data may be damaged or destroyed by improper transport techniques. Therefore, if IT equipment is to be moved from its place of installation, arrangements must be made with the Data Systems Department before the equipment is moved.  

3. Disposal of equipment: 

Determination of the obsolescence or need for replacement of any Computer Services equipment will be made in cooperation with the Data Systems Department.  The removal or disposal of any such equipment will only be performed by Data Systems staff since the asset must have any sensitive data backed up and/or removed prior to disposal.  The data must be erased using Active@Killdisk or another approved method to make sure it is not readable using special data recovery techniques.

Insurance:

CDS shall maintain adequate replacement cost insurance.
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