Virus Protection
Purpose:
The intent of the following policy is to outline protocols to minimize damage from computer viruses and other malware, and to provide instructions for preventing, controlling, reporting, and recovering from computer viruses.
Policy:
CDS will use Microsoft Security Essentials for anti-virus protection and will from time to time consider and analyze other products as need warrants and/or the industry changes. The following minimum requirements shall remain in force. 

Procedure and/or Process:

Anti-Virus Software Installation and Maintenance:

1. All end-users on CDS’s network use standard hardware and software supported by the Data Systems Department.  Requests to deviate from these standards require Data Systems Manager approval.
2. The Systems & Network Administrator will install and configure virus protection software on CDS computers.  In most cases computers on the CDS’s LAN will be configured to automatically receive virus definition updates.  The Systems & Network Administrator will periodically check the virus definitions on each computer to ensure that they are being updated and are up to date.  It is the responsibility of those using computers to inform the Systems & Network Administrator in the event of a virus infection.
3. The anti-virus product shall be operated in real time on all servers and computers accessible to participants.  The product shall be configured for real time protection. 
4. The anti-virus definitions shall be checked for updates at least once a week. 
5. Anti-virus scans shall be done a minimum of once per week on all user controlled workstations and servers. 
6. No one should be able to stop anti-virus definition updates and anti-virus scans except for the Data Systems personnel.

7. Data Systems personnel shall remain pro-active about virus developments to avoid problems associated with major attacks.
In the event of a Virus Infection or Notification

1. Staff must report virus outbreaks to the Systems & Network Administrator immediately.

2. The Systems & Network Administrator will evaluate the threat and take appropriate steps to resolve.

Preventive Measures:

· Do not open any files or macros attached to an e-mail from an unknown, suspicious, or untrustworthy source.  The best practice is to delete these attachments immediately, then permanently delete them by removing them from your Deleted Items folder in Outlook.
· Delete spam, chain, and other junk e-mail without forwarding in accordance with CDS E-Mail Systems Policy.

· Assume that ANY attachment you receive may be potentially infected, even if you know the author.  Since many viruses originate from an infected computer and its address book, viruses will most likely come from family, friends, or business associates.  Any file transferred into and within CDS computer environments shall be scanned for virus infection prior to execution or use.
· When processing E-mail, only open messages and/or attachments that you are expecting.  Avoid opening any E-mail attachment if it appears to be of a suspicious nature.

· Virus writers use social engineering tricks to tempt individuals into "taking the bait" on attachments, so always be careful.
· Do not download files from unknown or suspicious sources.  The best practice is to avoid peer-to-peer file sharing with read/write access unless there is absolutely a business requirement to do so.
· Shared documents should be placed in CDS’ intranet or within a special share drive set up by Data Systems Department staff.
· Always scan portable media (e.g. USB mass storage devices or CD-ROMs) from an unknown source for viruses before using it.
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