
Backup
Purpose:
The intent of the following policy is to protect data and to be sure it is not lost and can be recovered in the event of an equipment failure, intentional destruction of data, or disaster.  
Policy:
Database and file backups will be kept current, systematically performed, and precisely labeled.  The Medical Manager and Accounting servers, which create or update mission critical data on a daily basis, will be backed up on a daily basis to minimize the exposure to loss of mission critical data.  Other critical servers, computers, and laptops will be backed up on an assigned schedule.  In addition, Uninterruptable Power Supplies (UPS) are the standard for all IT equipment to protect against accidental loss or damage of data during electric power surges, brownouts and failures. 
                       This policy applies to all equipment and data owned and operated by the organization.

Procedure and/or Process:

Data can be destroyed by system malfunction or accidental or intentional means.  Adequate backups will allow data to be readily recovered as necessary.  The ongoing availability of data is critical to the operation of the agency.  In order to minimize any potential loss or corruption of this data, the Data Systems Department is responsible for providing and operating administrative applications needed to ensure that data is adequately backed up by following the appropriate system backup procedures:

Medical Manager:
1. Daily Backups:

a. The system performs automatic backups daily at 2:00 am, and prints a summary report.
b. The Data Systems Analyst reviews the report to ensure the backup was completed and reports to the Data Systems Manager (DSM) any errors generated.  In the event of an error, the DSM will have the issue corrected.

c. The Data Systems Analyst replaces the backup tape every morning.

d. Five (5) daily back-up tapes are rotated for this purpose.

2. Monthly/Yearly Back-ups:

a. On the first day of each month, a manual backup will be performed after all the monthly (and yearly when applicable) closing procedures are completed.  The system will print a summary report.
b. The Data Systems Analyst reviews the report to ensure the backup was completed and reports to the DSM any errors generated.  In the event of an error, the DSM will have the issue corrected.
c. Eleven monthly backup tapes (July – May) are maintained.  They are replaced after 24 uses.
d. Yearly back-ups are saved on unused tapes and maintained for seven years.

3. Storage of Tapes:

a. Tapes are maintained in locked fire-proof box, behind a two level lock.  Access to these tapes is restricted to the Data Systems staff. The most recent backup tape is taken off the premises for the evening or weekend. The tape is returned to the office the next workday and then the whole process is repeated.
b. In the event of imminent catastrophic situations, the tapes are to be transported off site by the DSM or designee.

Accounting System:
Accounting data files are backed up to a USB drive daily. The USB drive is then taken off the premises for the evening or weekend. The USB drive is returned to the office the next workday and then the whole process is repeated.
Domain Systems:

Files stored on the U: drive of the Windows server located at the administration building are backed up nightly to a TeraStation network attached storage device.

Non Domain Systems

Files stored on systems that are not joined to the domain are backed up quarterly to an external portable USB hard drive.

Uninterruptable Power Supply (UPS) Equipment:
1. The Information Systems Specialist is responsible for the purchase, maintenance, and replacement of all UPS’s in the agency.

2. At the time of a power failure, IT Equipment will start operating on UPS power.  Users must immediately:

a. Save any work in progress.

b. Exit out of all programs.
c. Shutdown their system.

Rev. 12/95, 6/05, 7/08, 3/09, 12/14
Page 2 of 2
P-1065

