Uses and Disclosures of Confidential and Protected Health Information

Purpose:
The intent of the following policy is to explain the process for using or disclosing confidential and Protected Health Information.

Policy:
All CDS program participants privacy is protected by the federal law, the Health Insurance Portability and Accountability Act, 45 C.F.R. Part 160 and 164.  Involving participants in public appearances or using images identifying participants for any marketing, fundraising or media purpose without first obtaining a voluntary written consent from the participant and/or parent/guardian as applicable is prohibited. In addition, audio/video technology used for clinical supervision or any other purpose is strictly prohibited without obtaining voluntary written consent. All consent forms shall be maintained in the participant file.
HIPAA applies to CDS as a covered entity that transmits health information electronically in connection with a covered transaction. 

The definition of "covered entity" includes health care providers that furnish, bill, or are paid for health care in the normal course of business. "Health care" includes preventive, diagnostic, therapeutic, counseling, and assessment services with respect to the physical or mental condition of an individual. 

Covered transactions include: claims processing, payment and remittances, coordination of benefits, checking claim status, enrollment or disenrollment in a health plan, health plan eligibility, health plan premium payments, referral, certification and authorization, first report of injury, and health claim attachments). Only "covered entities" that electronically transmit information to carry out these financial or administrative duties are covered by HIPAA. Therefore, CDS operating drug and alcohol prevention programs is considered a health care provider and as such, are required to comply with HIPAA based upon transmitting covered transactions electronically. General education classes would not be covered by HIPAA as they would not meet the definition of “health care” under HIPAA. 

Additionally, drug and alcohol treatment and prevention participants’ privacy is protected by Confidentiality of Alcohol and Drug Abuse Patient Records, 42 C.F.R. Part 2.  Any information that would identify a patient as having an alcohol or drug problem, either directly or indirectly is protected. 42 CFR § 2.12 

Therefore, prevention efforts are covered under 42 CFR Part 2 if the information would disclose that an individual is an alcohol or drug user or is in an alcohol or drug program. This means that a general drug and alcohol education class for the entire sixth grade would not be covered but a class that targets a specific audience (e.g. kids who have been caught with drugs at school) would be covered. 42 CFR Part 2 applies to "federally-assisted" providers that meet the definition of a "program". 

A "program" includes any individual or entity that provides, in whole or in part, alcohol or drug abuse diagnosis, treatment, referral for treatment or prevention. (42 USC §§ 290dd-2, 42 CFR 2.11) 42 CFR § 2.12(b) School-based "programs" are specifically covered under 42 CFR Part 2. 42 CFR § 2.12(e) (1). 
Procedure and/or Process:

1) CDS staff shall receive adequate training regarding confidentiality, HIPAA compliance and CDS policies and procedures for the use and disclosure of confidential and Protected Health Information.

2) While the general rule is that participant-identifying information may not be disclosed, both HIPAA and 42 C.F.R., Part 2 set out a number of circumstances permitting limited disclosures with participant consent and a few circumstances in which disclosures may be made whether or not the participant consents.  Although HIPAA permits various disclosures without consent, most are strictly prohibited by 42 C.F.R., Part 2 and cannot be made by alcohol and drug programs.  Therefore, alcohol and drug abuse program staff shall manage routine situations as when the participant signs a valid consent form, only the Region Directors/Supervisors or COO or designee may authorize other type of disclosures.  Region Directors/Supervisors shall keep in mind the following principle: do not disclose anything about a participant without being able to state why the regulations permit the particular disclosure.

3) The HIPAA requirements are as follows:

a) Protected Health Information cannot be used or disclosed except as described in CDS policies and procedures. 

b) Confidential and Protected Health Information uses and disclosures can be made to carry out treatment, payment, or healthcare operations (TPO). 

c) Certain Protected Health Information uses and disclosures require written authorization for the release of confidential information. 

d) Certain Protected Health Information uses and disclosures require an opportunity for the participant to agree or to object.

e) Certain Protected Health Information uses and disclosures do not require participant authorization or an opportunity for the participant to agree or to object. 

i) These HIPAA disclosures include: 

· Disclosure made to another "covered entity" for the treatment, payment, and operations.

· Disclosure to Payers (i.e. Florida Network, DCF, SAMH, PFSF).

· Disclosures made to the Public Health Authority to assist in preventing or controlling disease, injury, or disability. 

· Disclosures for the purpose of research (upon approval from the Institutional Review Board).

· Disclosures for products regulated by the FDA.

· Disclosures necessary for disaster relief agencies.

· Disclosures made for the purpose of reporting Abuse/Neglect/Threatened Harm/Exploitation and Domestic Violence.

· Disclosures made to law enforcement in order to prevent or lessen a serious or imminent threat to the health or safety of a person or the public.

· Disclosures related to violent criminals.

· Disclosures made pursuant to legal orders.

· Disclosures of crimes occurring on the premises of CDS programs.

· Disclosures made to the Department of Health and Human Services for regulatory oversight.

· Disclosures that have an impact on issues of National Safety; Intelligence, or Counterintelligence.

4) All staff members, as required by statute, are responsible for reporting suspected child abuse in accordance with CDS policies and procedures.  Cases will be staffed on an individual basis with the Privacy Officer and/or designee to determine whether it is in the best interest of the participant to provide notice of the disclosure.  The notice of disclosure form will be completed as appropriate.

5) All clinical staff are required to make "duty to warn" reports to the appropriate authorities. 

6) The Privacy Officer will be consulted regarding all other non-routine disclosures.  All non-routine disclosures require that only the minimum Protected Health Information that is necessary be disclosed.  All staff will complete an unusual incident report, which documents request for non-routine disclosure of Protected Health Information. 

Privacy Officer:

1) The Privacy Officer will serve as liaison between the agency and qualified service organizations/business associates.  The Privacy Officer will ensure that appropriate qualified service organizations/business associate agreements are in place.

2) The Chief Operations Officer serves as the Privacy Officer who will coordinate and ensure CDS’s compliance with the privacy requirements imposed by the 42 C.F.R., Part 2 and Federal Health Insurance Portability and Accountability Act (HIPAA) and other applicable confidentiality laws.

3) The Privacy Officer will ensure that staff members are trained on HIPAA basic awareness issues and that HIPAA information (frequently asked questions) and additional resources for information are available for each program site/facility.

4) The Privacy Officer will ensure that participants receive Notice of Privacy Practices.

5) The Privacy Officer will maintain documentation regarding compliance activities including non-routine disclosures, requests for non-routine disclosures of Personal Health Information, responses to requests for Protected Health Information, and participant requests for amendments to Personal Health Information.

6) The Privacy Officer will categorize employees in order to determine appropriate level of access. 

7) The Privacy Officer will receive and respond to requests for accounting of disclosure.

8) The Privacy Officer will evaluate technical safeguards, implement additional safeguards as appropriate, identify Protected Health Information locations and vulnerabilities, and evaluate physical safeguards.

9) The Privacy Officer will incorporate sanctions into the training material and will retain documentation regarding sanctions.

10) The Privacy Officer shall sign a detailed job description, which outlines duties, responsibilities, knowledge, skills, and ability requirements.

Confidentiality

1) CDS places a high value on the confidentiality of the information our participants share with us.  The intent of this policy is to ensure compliance with licensure rules, funding sources, accreditation requirements and applicable Florida Statutes, HIPAA, Title 42, Code of Federal Regulations, Part 2 and the ethical standards as outlined by National Association of Social Workers. 

2) CDS staff shall be oriented and trained to the confidentiality standards at the time of employment. 

3)  CDS staff will receive training regarding HIPAA compliance and CDS policies and procedures for the use and disclosure of Protected Health Information.  Staff shall be oriented and trained to the HIPAA policies and procedures. 

4) In general, participant records shall be confidential and may be disclosed only as authorized by law and regulations.  A participant record is opened on each individual admitted for services.  All participant records are marked confidential on the front of the chart.

5) Unauthorized disclosure is prohibited, regardless of whether the person seeking disclosure already has the information sought, has other means of obtaining it, not means of obtaining it, is a law enforcement officer or other official, has obtained a subpoena, or asserts any other justification or basis for disclosure not expressly permitted by the regulations.  

6) The prohibition of unauthorized disclosure covers all records, and communications, whether written or not about the individual who apply for or have been diagnosed, treated or referred for treatment. 

7) The regulations apply equally to present and former personnel.

8) Any person who violates any provisions of the regulations may be held accountable. 

9) The presence of an identified participant in any program may be made only with the participant’s written consent, unless there is a proper authorizing court order.  The regulations do not restrict a disclosure that an identified individual has never been a participant. 

10) Written records must be kept secure, and must be kept in a secure room. 

11) Participant records are available to authorized program staff with confidentiality and record security maintained at all times.  

a) Participant records shall not be left in Case Manager/Counselors office unattended or overnight.  

b) Participant records are not to leave the program site without Region Director/Supervisor expressed consent.  Participant records are to be maintained in a safe and secure location if outside of the program site.  

c) Region Directors and Supervisors are responsible for ensuring that program staff adheres to the CDS confidentiality policy. 

12) At the time of admission participants in a program are oriented to confidentiality by program staff using the Informed Consent and Participant Agreement and the Notice of Privacy Practices CDS Family & Behavioral Health Services, Inc. or in the case of Residential Programs the Parent and Participant Packages.  Participants indicate understanding and agreement with the HIPAA and confidentiality policies by signing these two forms.

13) The primary source of information about participants needs is the participant and parent/guardian, if appropriate.  Consent to obtain confidential information from other sources is encouraged at the initial intake appointment, and may be obtained at any other time as needed during services. At times past or present participant and parent/guardian, if appropriate may wish CDS to release information to other sources.

a) Exchange of Information: 
i) Confidential information may be released in written and/or verbal form if there is a signed release of information form on file or upon receipt of a written authorization requesting a release of information is received and is determined as valid.  Validity is determined by the presence of each of the following items:

ii) The name of the person about whom information is to be released, including social security number.

iii) The specific content of the information that is to be released.

iv) The person to whom the information is to be released.

v) The signature of the person who is legally authorized to sign the release and the date on which the release is signed.

vi) The expiration date of the authorization, not to exceed one year.

vii) Information that defines how and when the authorization can be revoked.

b) Requests for Information:

i) All requests for information will be in writing.

ii) Requests for information from an individual’s record will be answered within 30 working days from the date of receipt.  If the information cannot be provided within this period, the requester will be informed in writing of the reasons for the delay and the anticipated date the information will be available.

iii) Requests for records that have been incorporated into CDS's records from outside sources will not be released and the requestor will be encouraged to seek those records from their original source.

Procedures for Disseminating Confidential Information

Procedures for Obtaining a Written Release 
Sharing personal information from a participant record with parties other than those identified in the Informed Consent and Participant Agreement or through the Residential Admission Process will require written consent by the participant and parent/guardian, if appropriate.  Should there be a need to share information with another party; this matter must first be discussed with the participant and parent/guardian, if appropriate.  If permission is given, the Case Manager/Counselor will assist the family in completing the written consent forms.  The following steps must be followed: 

1) Complete the agency approved Consent for Release and/or Exchange of Confidential Information Process with participant and parent/guardian, if appropriate.  Complete all blanks on the form.  See Forms Section by Program on the CDS Intranet for the appropriate form to use.

2) In general, it is best to follow this rule: Disclose only what is necessary, only as long as is necessary, in light of the purpose of the communication. 

3) Special or unusual circumstances should be discussed with the Region Director or supervisor prior to obtaining signatures. 

4) All information must be written in on the form prior to obtaining signatures.  Never obtain signatures on a blank form.

5) Information must include specific reasons for releasing information (purpose of disclosure), specific information to be released (the following information :) and a specific date, event or conditions upon which the consent expires.

6) A separate release form must be used for each party from whom informa​tion is released or requested.

7) A staff member should sign and date the release form as witness to participant and parent/guardian, if appropriate signatures.  Prior to signing, staff should ensure that participant and parent/guardian, if appropriate understand the consent and that the release is complete. 

8) The original, fully executed release form is filed in the participant’s record.  A copy of the form shall be used to release or request information. 

9) In the residential programs, prior to the release being filed, the supervisor's approval must be obtained.

Procedure for Participant Access to Record
1) Participant has the right to access their own record with the following exceptions:

a) Psychotherapy notes

b) Information compiled in anticipation of civil, criminal, or administrative proceedings.

2) Release of Sensitive Information:

a) Information contained within the individual records may have a serious adverse effect on an individual if disclosed to the individual.  Such information may contain materials requiring an explanation or interpretation to assist in its acceptance and/or assimilation in order to avoid an adverse impact on the individual.  To minimize the risk of a release of information adversely impacting a person served, the following guidelines will apply:

i) The Region Director or designee will review all requests of individuals seeking direct access to their records.  Information identified as potentially sensitive will be reviewed by Region Director or designee. This review will occur within two working day of the request.

ii) All materials directly related to behavioral health treatment that includes a diagnosis, assessment, or interpretative data will be reviewed by Region Director or designee.
iii) If after the professional review of the record, it is believed that disclosure of the information directly to the individual could have an adverse effect on that individual; arrangements will be made to disclose the information to a professional staff member selected by the individual.  The staff member will discuss the information with the individual prior to the release.

iv) Should it be determined by the professional staff member that after a careful and conscientious explanation of the information to the individual has been made, and it is the opinion that access to the information could be harmful, physical access will be denied.  The justification for making the denial will be fully documented by the staff member and final concurrence will be made by Region Director.  The individual will be advised of the denial, the reasons for the denial of the request, and advised of the right to file a grievance, should the individual disagree with the decision.

Procedures for Subpoenas/Court Orders

1) Type of Subpoenas:

a) Subpoena - A command to appear at a certain time and place to give testimony or to produce documents upon a certain matter.  May be issued either in a civil or criminal case.

b) Subpoena Duces Tecum - Issued to have records or documents produced for inspection.

c) Civil Subpoena - Issued in a lawsuit between two (2) parties in which either an injunction or damages are usually sought.

d) Criminal Subpoena - Issued in a proceeding by the government against a private citizen alleging the violation of a law and seeking a penalty or punishment.

e) Subpoena Ad Testificandum - Requires a recipient to appear at a certain place and time to give oral testimony about a matter within his knowledge.

2) If a subpoena is received do not ignore it.  Many subpoenas are time sensitive.  
3) Contact and consult with your immediate supervisor or Region Director or Chief Operations Officer if your supervisor is not available.
4) The Region Director will review with the Chief Operations Officer all subpoenas for participant records where a written consent signed by the person served was not obtained.

5) For Alcohol and Drug Abuse Records protected under 42 CFR Part 2  a subpoena alone is not sufficient to release information, a court order is also required and must be issued by a judge in accordance with specific procedures and criteria.

6) For all other CDS Programs protected by HIPAA information can be disclose in response to a court (or administrative tribunal) order only, or a subpoena and court order, or by discovery request or lawful process alone

Procedure for the Release of Information Regarding Litigation 

1)  The Chief Operations Officer shall be consulted when the release of information involves the following circumstances:
a) Any request for records that are to be used in a suit against the organization or in a prosecution against a person employed by the agency.

b) All requests for information which indicates a possible liability for the cost of care and services.

Procedure for Release of Information Regarding Child Abuse/Neglect

1) For Alcohol and Drug Abuse Records protected under 42 CFR Part 2 specific exception allows reporting of child abuse/neglect.  However, restrictions on disclosure and use continue to apply to the original alcohol and drug abuse participant records maintained by the program including their disclosure or use for criminal or civil proceedings which may arise out of the report.

2) For all other CDS Programs protected by HIPAA allows a report to appropriate authorities of abuse, including child abuse.

Procedure for Release of Information Regarding Law Enforcement: Arrest/Search Warrant or Investigation 
1) For Alcohol and Drug Abuse Records protected under 42 CFR Part cannot disclose information to Law Enforcement without a subpoena and court order.  An arrest/search warrant is not sufficient.  

2) Alcohol and Drug Abuse Programs can disclose information regarding a crime committed by a participant on program premises or against program personnel or a threat to commit such a crime.
3) For all other CDS Programs protected by HIPAA allows disclosure to Law Enforcement and jails without consent/authorization in the following circumstances:
a) As required by law
b) With a subpoena
c) With a warrant
d) To locate missing persons
e) Victim of crime
f) Crime on program premises
Procedure for Release of Information without Consent for CDS Programs Confidentiality Protected by HIPPA
1) Information may be released without the consent of persons served under the following conditions:

a) For use by any CDS employee who has a need for the information in the performance of their duties to ensure continuity of care.

b) To medical personnel who have a need for the information for the purpose of treating a condition which poses an immediate threat to the health of a person served.

c) To public health authorities related to infection with HIV when there is a written request that the information and there is a fine or penalty for failure to comply.

d) To a spouse or sexual partner of an individual when it is reasonably believed that the individual will not provide disclosure of information related to infection with HIV when that information is necessary to protect the health of the spouse or sexual partner. 
e) To recover or collect the costs of medical care from third party health care insurance carriers contracted with by the persons served and required by the health plan to be disclosed.

f) To Federal, State, or local government agencies or entities charged under applicable laws with the protection of public health and safety. In such cases, the information may be release with the consent of the individual whose records are being requested, or upon receipt of a written request from the head of the government entity. A request for release under these circumstances may be either a standing written requested based on reporting requirements, or a specific written request from the head of a law enforcement agency for a special law enforcement purpose. Standing requests must be updated in writing every two years.

g) Disclosure as a result of a court order from a court of competent jurisdiction.

h) To the Department of Children and Family Services for the purpose of investigating abuse, neglect or exploitation.

i) To the Medical Examiner, in conjunction with an investigation of a suspicious death.

j) To professional review organizations, in accordance with government contracts (Medicare/Medicaid).

k) Disclosure of information to a third party payer in a care cost recovery action will be limited to date of birth; social security number; payment history; and account number, unless the individual provides a written consent designating further information to be released.

SUBSTANCE ABUSE CONFIDENTIALITY

1) Florida state law permits a minor acting alone to apply for and obtain substance abuse services, written consent from the minor participant may also give permission for the release of confidential information.  In Florida minors must sign all consents.  For all other CDS programs a minor and parent/guardian must sign all consents.

2)  Participant information can be released in three ways: 

a) With participant’s written consent 

b) Without participant consent, as specified in regulations 

c) With a court order. 

3) Substance Abuse Disclosure with Participant Consent: 

a) Non-Criminal Justice Consent for Release and/or Exchange of Confidential Information form is required and must contain all of the following: 

i) Name of the program, which is to make the disclosure. 

ii) Name of the person or organization to which the disclosure is to be made. 

iii) Name of the participant. 

iv) Purpose of the disclosure. 

v) How much and what kind of information is to be released. 

vi) Signature of the participant or person authorized to sign under the regulations. 

vii) Date on which the consent is signed. 

viii) Statement that the consent is subject to revocation at any time. 

ix) The date, event, or condition upon which the consent will expire if not revoked before. 

x) This can be no longer than reasonably necessary to serve the purpose for which it was given. 

xi) Disclosure of information is prohibited unless all these conditions are met. 

xii) Each disclosure must be accompanied by a written statement prohibiting further disclosure of information unless authorized in the original release. 

4) Disclosure without Participant Consent may be made under the following circumstances. 

a) Reports of suspected child, developmental disabilities, or elderly abuse and neglect. 

b) Crimes on program premises or against program personnel. 

c) Medical emergencies. 

d) Research activities conducted by qualified researchers. 

e) Audit and evaluation activities. 

f) Qualified Service Organizations.  (This is not a reference to CDS Cooperative Agreement Forms)

g) Court Order. 

5) Collaboration Among Systems such as:

a) Managed Care

b) Welfare System

c) Child Welfare and Treatment

d) Drug Court

e) Public Health System

f) Mental Health System

g) School Based Programs

h) Recovery Support Services
i) Follow the specific rules regarding collaborations.

6) Region Directors/Supervisors shall monitor for compliance with confidentiality during supervision and quality improvement reviews of participant records.
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