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INSPECTOR GENERAL’S ADVISORY

                                                                                      (#2009-0002)
DID YOU KNOW?


Inadequate data security on mobile devices puts clients at risk and may result in disciplinary action.
Department of Children and Families staff and contract providers are responsible for information security involving access, transport and storage of sensitive and confidential information.  All are required to sign a DCF Security Agreement Form to indicate they are bound by the Computer Related Crimes Act as well as the Department’s security procedures and that they understand commission of computer crimes may result in Federal and/or State felony criminal charges.

In addition, Children and Families Operating Procedure (CFOP) 50-2 requires all data and information technology resources, including mobile devices, be protected from unauthorized access at all times, even when not in use.  Devices must be stored in secure locations and confidential data must be stored on encrypted devices only.  Storing confidential data on unencrypted mobile devices such as laptops, thumb or flash drives, CDs or disks is prohibited.
 
Furthermore, in the event of a security breach where unencrypted personal information has been disclosed without authorization, affected parties/clients must be notified within 45 days.   Violation of this notification requirement makes contractors liable for administrative fines up to $500,000 per s. 817.5681, FS.
 

If you have questions regarding storage of confidential data, contact the Information Security Manager at (850) 487-8161.  

If you have questions concerning reporting a security breach, contact the Office of Inspector General at (850) 488-1225.
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� Children and Families Operating Procedure (CFOP) 50-6, Security:  Fulfillment of security responsibilities shall be mandatory and violations may be cause for disciplinary action, up to and including dismissal, civil penalties, & criminal penalties under chapters 119, 812, 815, 817, 839, or 877, Florida Statutes, or similar laws.  All employees, including provider employees with access to data through computer-related media must read and sign the DCF Security Agreement Form (CF 114).


� CFOP 50-2, Security of Data and Information Technology Resources.


� S. 817.5681, Breach of security concerning confidential personal information in third-party possession; administrative penalties.
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